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Car Hacking: How Safe Are You Behind
the Wheel in Today’s Digital Society?
Got those highway blues, can't you hear my motor runnin' 
Flyin' down the road with my foot on the floor 
All the way in town they can hear me comin' 
Ford's about to drop, she won't do no more

By Neal Leavitt

Those were the first four lines from that classic Doobie Brothers song, “Rockin’ Down the Highway.”

Lead singer Tom Johnston probably never envisioned that someday that car might be flyin’ down
the road controlled by someone else’s digital foot.

Yes, your Ford is now morphing into a giant computer – and it can be hacked.

Last July, for instance, the German ADAC
motoring association notified BMW that there was
a flaw in

 BMW’s ConnectedDrive software – it allows the
vehicle to wirelessly transmit/receive data and
enables an app to unlock the car via a driver’s
smartphone.

More than 2 million BMW cars (including Minis
and Rolls-Royce) were at risk. BMW was able to

quickly develop a vehicle patch, but it wasn’t until the second week of December that a fix was
finalized.

“The need to get things to market quickly, the constant need to deliver new functionality, is resulting
in insufficient attention being paid to make the software trustworthy,” said Tony Dyhouse, director of
UK-based, government-led Trustworthy Software Initiative.

Report raises startling issues

This was further illustrated a few weeks ago in a report released by U.S. Senator Edward Markey, a
member of the Senate Commerce, Science and Transportation Committee. It was based on
responses from a bevy of leading automakers, some of which include BMW, Chrysler, Ford, GM,
Honda, Nissan, Toyota, and Volkswagen.

Some key findings as reported by Help Net Security:

Most auto manufacturers were unaware of or unable to report on past hacking incidents;
Security measures to prevent remote access to vehicle electronics are inconsistent and
haphazard across different manufacturers;
Nearly 100 percent of vehicles on the market include wireless technologies that could pose
vulnerabilities to hacking or privacy intrusions;
A majority of automakers offer technologies that collect and wirelessly transmit driving history
information to data centers, including third-party data centers, and most didn’t describe effective
means to secure the information;
Customers are often not explicitly made aware of data collection and when they are, they often
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can’t opt out without disabling valuable features, such as navigation.

Mechanics need to be computer whizzes

It’s a scary scenario. The complexity of today’s cars is staggering – being mechanically inclined
doesn’t cut it these days – you have to be a bit of a computer whiz too in order to service new
model cars. Money reported, for instance, that “the space ship that put humans on the moon, Apollo
11, had 145,000 lines of computer code. The Android operating system has 12 million.  A modern
car?  Easily 100 million lines of code.”

“Auto manufacturers aren’t up to speed,” added Ed Adams, a researcher at Security Innovation, a
company that tests automobile safety.  “They’re just behind the times.  Car software isn’t built to the
same standards as say, a bank app – or software coming out of Microsoft.”

Security measures being bypassed

And Sen. Markey said some security measures used by automakers – ID numbers and radio
frequencies – can be identified and rewritten or bypassed.

Granted, there is no known real-world case of a car being hacked remotely – not yet, at least.

But Sean Kane, president of Massachusetts-based Safety Research and Strategies, said there are
big concerns about wireless access.

Also, as reported by David Shepardson in the Detroit News, “the issue could be even more
important as future vehicles communicate with one another through ‘vehicle to vehicle’ technology
to prevent crashes, but could also be at risk of hacking.”

Shepardson added that the Society of Automotive Engineers has created a Vehicle Electrical
System Security Committee to draft standards that help ensure electronic control system safety. 
And Sen. Markey wants the National Highway Traffic Safety Administration, working in conjunction
with the Federal Trade Commission, to set standards to protect the data, security and privacy of
drivers.

Hopefully the automotive industry and ancillary trade/business stakeholder groups will sort this all
out sooner, rather than later, and not, to quote a favorite Capitol Hill catchphrase, ‘kick the can
down the road.’

In the meantime, Edmund King, president of British motoring group The AA, tossed this warning our
way:

“You’re getting cars that are connected to the Internet 24 hours a day. If cybercriminals target
automobiles like they’re targeting other things, we’ll be in for a hard and fast ride.”
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