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tiple layers of redundant checking,” 
said Sophos’ Lyne.

The Electronic Frontier Foun-
dation, a nonprofit digital-rights 
advocacy organization, is working 
on a framework that builds on the 
existing system but does away with 
depending on a large number of CAs 
that users don’t know or trust.

CMU researchers have devised Per-
spectives, a decentralized model that 
lets anyone run one or more network 
notary servers. 

These Internet-connected servers 
monitor websites to build a history of 
the certificate each uses.

When a browser receives a certifi-
cate from a server, CMU’s Andersen 
said, it doesn’t seek confirmation 
that the certificate is linked to a root 
authority.

“Instead, [the browser] asks a 
notary whether it matches the cer-
tificate that the servers have been 
issuing,” he explained. “If so, that’s a 
good indication it’s a legitimate cer-
tificate for that site.”

However, noted Andersen, “It’s 
not a silver bullet. The model can be 
compromised.”

Mozilla has incorporated Per-
spectives into a freely downloadable 
extension for its Firefox browser. 

Moxie Marlinspike, chief technol-
ogy officer of security firm Whisper 
Systems, has designed Convergence, 
a beta project that replaces CAs with 
a browser add-on.

When a user visits a website, 
Convergence works with multiple 
notaries to evaluate the site’s cer-
tificate. Each notary independently 
checks the certificate, and if they 
all see the same one for the site, the 
system assumes it’s valid.

The attacks on CAs are now serv-
ing as a catalyst for rethinking 
Internet security.

For example, Google has acted 
unilaterally to secure its Chrome 
browser by letting companies regis-
ter their certificates directly with the 

sometimes shaky revocation and 
trust-management protocols.” 

Concern about users
Users, noted Heron, frequently 

ignore warnings about revoked certifi-
cates for numerous reasons, including 
ignorance about the risks involved.

And, he added, there are browser 
implementations that don’t recognize 
some CAs’ certificates at all, creating 
user confusion over whether rejec-
tion of a certificate really indicates 
a problem.

Concern about fraudulent 
certificates

There are many malicious ways 
that hackers could employ stolen 
digital certificates.

For example, cybercriminals could 
utilize a fraudulent certificate to lure 
users—who think they are going to 
one website—to a hacker-controlled 
site. 

The hacker could then relay mes-
sages between the victim and the 
site they intended to visit, thereby 
controlling the transaction via 
a man-in-the-middle attack and 
stealing transmitted information, 
explained Comodo’s Halam-Baker. 
This occurred in the Comodo and 
DigiNotar attacks. 

Halam-Baker noted that hackers 
could also use fraudulent certificates 
to set up fake e-commerce sites, take 
orders, and thereby capture visitors’ 
names, addresses, credit card num-
bers, and other personal information.

WHAT DO WE DO NOW?
“We should consider stronger 

regulation and audits on providers 
of trust and perhaps implement mul-

Concern about CAs
Because they store and issue 

digital certificates, CAs with weak 
security represent a glaring vulner-
ability for the system. 

“DigiNotar’s servers ran out-of-
date software and their network 
was poorly segmented, so problems 
would not be contained if they arose. 
Passwords used were simple and 
could have been found using brute 
force attacks, and server-side anti-
virus protection was absent,” said 
Comodo’s Halam-Baker.

Strong competitive pressure 
to keep prices down discourages 
commercial CAs from adequately 
securing their systems, according to 
Security Curve’s Moyle.

Also, accounting for certificates 
that are stolen can be difficult for 
hacked CAs, said Network Box UK’s 
Heron. In this case, if a CA revokes 
the certificates they know about, 
users might fear that the hacker has 
others.

The alternative is to make the CA 
itself untrusted, Heron said. This can 
cause massive disruptions to users 
and damage the CA’s business, Lyne 
noted.

Concern about browsers
While there are automated 

processes to revoke fraudulent cer-
tificates, Moyle noted, not every 
browser implementation checks an 
incoming certificate’s revocation 
status by default.

According to Lyne, CAs typically 
revoke stolen certificates fairly 
quickly after they find out about 
the theft. However, he added, even 
if hacked CAs revoke all their stolen 
certificates, browser makers might 
not update their products to reflect 
this right away.

“The risk gets compounded when 
they don’t do this in a timely manner,” 
said Moyle.

Another challenge, added Lyne, 
is that “many users still browse the 
Web on old browsers, which have 
varying cryptographic support and 

The attacks on CAs  
are now serving as a  
catalyst for rethinking 
Internet security.
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spending a lot of money on safety 
measures, noted Security Curve’s 
Moyle. 

Moreover, he argued, the digital-
certificate system is so entrenched 
that there probably won’t be many 
short-term changes.

According to Sophos’ Lyne, hack-
ers have so much to gain that they are 
likely to keep up their attacks. 

He added, “All points of the infra-
structure will come under challenge, 
so it’s critical that we fix the process 
and trust issues in [future] technolo-
gies.” 

company, thereby bypassing the CA 
model.

CMU’s Andersen said he would 
like to see fewer CAs “as people 
realize that [having] too many glob-
ally-entrusted CAs is horrible for 
security.” 

Comodo’s Halam-Baker con-
tended that CAs are doing their part 
to enhance security but that the rest 
of the industry now needs to respond.

Problems with the digital-certif-
icate system are likely to continue 
because competitive market forces 
will still discourage CAs from 
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